3GPP TSG-SA3 Meeting #116
S3-242034
Jeju, South Korea,  20th - 24th May 2024
Source:
Huawei, HiSilicon
Title:
Updates to the evaluation for the use case on malformed messages
Document for:
Approval

Agenda Item:
5.1
1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.794 [1].
2
References

[1]
3GPP TR 33.794: "Study on enablers for Zero Trust Security".

3
Rationale

This contribution proposes updates to the evaluation of UC#1 on malformed messages. 
4
Detailed proposal

Approve the changes below for inclusion in TR 33.794 [1].
**** Start of Changes****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
NIST SP-800-92 "Guide to Computer Security Log Management".
**** Next Changes****

5.1.1.3
Evaluation of the identified data

Based on Operator’s policy, malformed message related event data (e.g., the NF identification information and the malformed message event information) can be logged for security evaluation and monitoring purposes. If such logs are available, it is notified to the Operator’s Security Function to enable necessary security evaluation and monitoring to aid in timely threat detection. 
On the other hand, since such malformed messages are detected, any potential attacks behind it have limited impact. This is irrespective of any actions taken on the messages. Complexity wise, logging or notification actions induces a computational overhead by comparison to the action of discarding them. Security wise, care must be taken when logging or triggering notification for such events. In particular for security related logs, there are strict guidelines and measures for how to collect and handle them e.g. [x].
NOTE 1: For this malformed message scenario, the relevant data and if the malformed message itself or any other additional information related to this event need to be sent to the Operator’s Security Function will be discussed as part of solutions and the decisions will be made in the conclusion clause 7 below (later in the study). 
NOTE 2: Further if the event related data should only be logged or also need to be notified to Operator’s security functions will be discussed as part of the solution details.


**** End of Changes****

